What is a Security Appliance?
The difference between a “security appliance,” a “UTM (universal threat management)” and a “Firewall
Gateway” from a router, is that security means, it includes subscription services in the box (Antivirus, Content
Filtering, IDP and Antispam).
Instead of relying on, for example, Antivirus on desktops to stop malware, the antivirus resides in the security
appliance (our USG gateway). This is known as the first layer of defense. The malware is not allowed to enter
the network so that, desktops are not the sole line of defense against attacks.
The important thing to remember about a security appliance is, how much data throughput the appliance
allowing. The last thing one wants is a box that slows down internet traffic. If an ISP is providing 50Mbps
throughput, and your security gateway has a UTM throughput of 30Mbps, there is a very good chance of
creating a bottleneck at the appliance.
Determining the correct appliance for a customer is as simple as asking three questions:
- Will they require “services” at the appliance?
- If yes, then you must look at the UTM throughput as the speed of the data throughput.
- How much Bandwidth (throughput speed) is their ISP providing them?
- More and more businesses are opting for 50 and 100Mbps. Who knows what it’s going to look
like in a couple of years!
- How many users will be behind the Appliance?
The answers to those questions will make it easier to use the charts below in determining the appropriate
appliance.
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